and data




Outline

* Overview of data protection law
* Introduction to cybersecurity law

* Implementation tips for the practice
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Data Law




UNPROTECTED CHARGING STA"{II)ON
REVEALS HUNDREDS OF VAT-1Ds

Germany, March 23

- in Bavaria was
: :on for electric cars In
f a charging station , T-1Ds
b Conrtg’?;ﬁ;gon the network and revealed the users VA
unp

Internet users could change various settings

Personal data leaked:

Data could be used to clone charging cards and charge cars at the owner’s
expense

Generation of user movement profiles possible

IIKEM



Definition: Data means any digital representation of acts, facts or information and any compilation
of such acts, facts or information, including in the form of sound, visual or audio-visual recording (Art.
2 Nr. EU-Data-Act)

Task of data law: promoting potential for progress while preserving people‘s interest in data
protection

Comprehensive cross-sector regulations on European and national level

IIKEM



Public Data

Mostly free flow
and free
access to data

J

Open data can
be used by
anyone for any

purpose

Distinguishing the nature of the data

Personal Data

Data protection
necessary

Limited
possibilities for

processing
(GDPR)

IIKEM



Geolocation data

Real-time traffic and public transport data

Personal data from linking the charging station and measurement data with the customer ID
Charging data as personal data according to Art. 4 No. 1 GDPR

Actors involved as responsible parties according to Art. 4 No. 7-10 GDPR

IIKEM
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7 principles of Data Protection (Art. 5 GDPR)

lIKE

X



©

Legal bases for processing (Art. 6 GDPR)

Personal Data can only be processed:

Fulfilment of a contract

lIKE

X
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Data Subjects Rights Art. 15ff. GDPR

IIKEM



Anonymisation in

the GDPR for
mObi I ity data Is it possible to re-identify a natural person based on that data?

yes (with additional no, not even with
information) additional information

pseudnymisation o
anonymisation

(at the most)




Cybersecurity




Cybersecurity law refers to the legal framework that addresses the protection of digital
infrastructure (information systems, networks and data) from cyber threats.

encompasses laws, regulations, and policies designed to safeguard individuals, organizations,
and governments from cyberattacks

Also matter of national security: defending critical infrastructure and national interests

" far-reaching short-term changes on European level

IIKEM



Provides legal measures to boost the overall cybersecurity in the EU
Expanding the scope of the prior NIS1 Directive to new sectors and entities
Entry into force in 2023 - national implementation until 17 October 2024

By 17 April 2025, Member States shall establish a list of essential and important entities as well as
entities providing domain name registration services.

IIKEM
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Directive on measures for a high common level of
cybersecurity across the Union (NIS2 Directive)

Critical infrastructure under NIS2

“ Entities operating in the subsectors and types of services listed in the annexes and of a certain size

contain e.g. energy, transport
* Operators of end user charging ports,

 Digital Infrastructure Provider of energy storage services

* Public Administration and electricity producer

* Institutions designated by Member States
» Critical Entities (according to CER) +

* 50 employees or
e annual turnover > € 10 million "(EM



Obligations for operators under NIS2

Art. 20 f.: Regulated Minimum standards of Cybersecurity have to be met

" appropriate and proportionate technical, operational and organisational measures to manage the risks

posed to the security of network and information systems

management bodies must approve cybersecurity, oversee its implementation and can be held liable for
infringements

" members of the management bodies of essential and important entities are required to follow training
Art. 23: Reporting obligations in the event of significant disruptions

Art. 25: Obligation to register

IIKEM



Be aware of the types of data handled by you and your unit
When personal data is processed, the strict stipulations of the GDPR have to be met

" notification, limitations, autohrizations

Where your unit uses an external party for data processing it must have an agreement in
place

Determine which cybersecurity duties apply to you

take general measures to avoid data breaches (encrypt documents containing personal data)

IIKEM
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i2CAT in
a nutshell

Never stop designing the digital
future
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http://www.youtube.com/watch?v=iDQTEe5tldw

Agenda - y=

CARAMEL

Motivation — threats to connected vehicles

CARAMEL project overview

Pillar3 : eCharging manipulation Smart Charging Abuse & EV Scheduling Abuse
Final demo execution

Follow-up activities

(I

CARAMEL - Artificial Intelligence based cybersecurity for connected and automated vehicles -



Motivation

Attack surfaces

A modern car is a data
center on wheels with a
multitude of attack
surfaces:

Entertainment system
Internal buses
Sensors

Cloud interfaces

Interfaces to other
vehicles and the
road-side
infrastructure (V2X)

(N I Iy Iy

AR
se‘

CARAMEL

Connected car threats

=3 ‘/

Malware Delivery Attack from
n Thru Data Storage Downloaded Man-in-the-Middle
\2 Device Apps », Attack
1 7

Malicious
Firmware «
Update N

o ———
1
1 ) [— =]
2 215 2 Q
= I - Private Data Browser ir
Attackon — ECU p T T i e = Esxpfl&lltmg
OBD2 © ; oftware
G510 o A Vulnerabilities
T =[]
: Key Store Keypad Y
- Ke, T s s s
-O= 7 a
[ | s I I
Remote
Attack on ! 1 1
R Q O =]
Compromised Attack on Key/ Attack from Sniffing of
Actuator Certificate Mobile Device User Data
Stores

CARAMEL - Artificial Intelligence based cybersecurity for connected and automated vehicles



CARAMEL on one page ~g-

CARAMEL

Project goals

= Automotive Security: Detection and mitigation of

threats against connected cars using ML techniques:

= Pillar 1: Attacks on (semi-)autonomous driving

= Pillar 2: Attacks on communication links and
CARAMEL systems (GPS spoofing, V2X attacks, OBU attacks)
= Pillar 3: Attack on eCharging infrastructure

Pillar 4: Remote controlled vehicle

_ Project information

Demonstrators: Detection of defaced traffic signs, 15 academic and commercial partners across Europe
attacks on V2X communication, GPS spoofing, attack = Affiliation with Korean partner project (funded by KR)
on eCharging grid - = Project runtime: 33 month, 10/2019-06/2022

= Anti-hacking device: Highly secure on-board intrusion = Horizon 2020 project 70 % funded by EU (100 % for

detection system with ML capabilities
» Integration with backend systems (Automotive SOC)

P+ -Systems- At®S aLTRanN Panssonic nextium () AVL 3

AUTOMOTIVE

academic partners)

m[ University ulehere (@ybeﬂ@ﬁ@ @@iﬁfm S

of Cyprus

CARAMEL - Artificial Intelligence based cybersecurity for connected and automated vehicles



CARAMEL Project

Portugal

: - ;.f
ubiwhere

Netherlands
' '\'\:7 \ - [ ¥
i
1.
<
i ¥
s é
Austria Greece

: UNIVERSITY OF
Ol’ ;R/\S :

CARAMEL - Artificial Intelligence based cybersecurity for connected and automated vehicles
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High-level overview B

CARAMEL

. Anti hacking device (AHD)
CARAMEL plllars . Integrated TCOS

Secure Boot: Module:
Prevents Multi-purpose
. @ | q | Physical tampering Hardware
D P | I |al" 1 q ot e [P e / Security anchor
. — Multi-level securit
+ Attacks against implemented in GARAMEL
. Intrusion detection edge device
Sensors Q ¥q____ @ Secuaiglartr;ware \ Docker container
. —_——— Allows freqijent, Technolo_gy:_
D P | I Iar 2 @ el q - verified updates . Secuir;eoalztpiv::atlon
- Attacks against < M o,
: g 2 :
V2X infrastructure A %

(forging of
messages, vehicle
track)
*  GPS spoofing
+ OBU compromise
2 Pillar 3
» eCharging
manipulation
2 Pillar 4: KR partners
3 Common elements:

- Anti-hacking device M @ [1

- Backend

CARAMEL - Artificial Intelligence based cybersecurity for connected and automated vehicles 11
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https://docs.google.com/file/d/1l6B8ytjzkkrMIhCl02rOgqVZD8GGHWZ0/preview

Final Demonstration |



https://docs.google.com/file/d/1Ih7D03BGE0-HeAQxmvvbzDv_wztfrV6V/preview

Smart Charging Abuse & EV Scheduling Ab =
Use Case 3 : Electromobility Ein— aﬁ<———+ m
e Scenario EV Charge station CSMS

* Smart Charging Abuse
» The attacker(s) occupy (physically or remotely) the available charging stations
and proceed timely in connection/disconnection actions creating an enormous
load to the electric grid.
* Novelty
* This is a scenario combining physical attack on a smart vehicle with anomaly
detection algorithms.
e Evaluation Criteria
* The GFX/SID software detects the attack and forward the alert on the
CARAMEL back-end

CARAMEL - Artificial Intelligence based cybersecurity for connected and automated vehicles



Trial Architecture R B o

A look on GreenFluX’s back-end

L =
) o = @ B
| SIEM Monitoring Situationalawarene55) w_‘,__,”‘l
Y | S
CM Smart Controller GIS + Customer information
L F ] J Jchoene
) Care True

Database CARAMEL cybersecurity probe

IQJLJ

GIS + Customer infarmation
[
CARAMEL cybersecurity probe>mart Controller
Firewalling

{

GIS + Customer information

Multi-purpose Greenflux Backoffice

CARAMEL - Artificial Intelligence based cybersecurity for connected and automated vehicles



Development of anomaly detection ~g-

CARAMEL

D |Duration |Volume [astart [ dend __[Slliusld

database

8619630 01:10:51 1933  01-01-2020  01-01-2020

00:21:00 01:32:00
8619849 00:48:14 39.97  01-01-2020  01-01-2020

01:25:00 02:13:00 .

Applied

8619887 01:43:33 3862  01-01-2020  01-01-2020 R statistics,

00:34:00 02:18:00 NV | unsupervised ML Abnormal

GFX
Server

l and visualization
(... |

Supervised ML

[

l Interpretations
. of results
g] EV infrastructure

Database
Samples

Normal

Data Annotated
annotation % dataset

CARAMEL - Artificial Intelligence based cybersecurity for connected and automated vehicles
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" Reports enable S
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Incident response S —— - Sy
PU— i~ """}/ === VSOC Service Value
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Connected Threat detection ~
server & monttoring Information supports recovery response
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Log " : & Threat
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eat tr S
Log dela Expert analysis . =
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B Accurate detection of cyber attacks :
Other Additional Risk level 'F.a
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£ External . >
) systems

Unique technologies & methods prevent false postives
when extracting cyber attacks from anomaly log

CARAMEL - Artificial Intelligence based cybersecurity for connected and automated vehicles



CARAMEL in action roe

Y[]u T“I]e CARAMEL CHANNEL

INICIO VIDEOS LISTAS CANALES COMENTARIOS MAS INFORMACION Q

Subidas p REPRODUCIR TODO

gvi=ip —
a i e
henlE = = =
Collaborating mitigation Holistic Situational In-vehicle Location Spoofing Detecting possible attacks Traffic sign anomaly RSU-OBU-TestBed
mechanism against GPS... Awareness with ML... Attack Detection on the camera sensor usin... detection and mitigation... IS naintionen ane T en

10 visualizaciones + hace 1 mes 15 visualizaciones « hace 1 mes 15 visualizaciones + hace 1 mes 16 visualizaciones + hace 1 mes 18 visualizaciones + hace 1 mes

https://www.youtube.com/channel/lUCX9JMIToASU1CRWwWNMnwTYQ

CARAMEL - Artificial Intelligence based cybersecurity for connected and automated vehicles


https://www.youtube.com/channel/UCX9JMlToA5U1CRWwNMnwTYQ
https://www.youtube.com/channel/UCX9JMlToA5U1CRWwNMnwTYQ

Bonus slide: Threat modelling tutoria

Tutorial

AUTOMOTIVE

THREAT

MODELLING

www.h2020caramel.eu

https://www.h2020caramel.eu/2021/08/16/automotive-threat-modelling-tutorial/

CARAMEL - Artificial Intelligence based cybersecurity for connected and automated vehicles
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Bonus slide: Caramel Project Book
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https://nowpublishers.com/article/BookDetails/9781638280606
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Lighthouse Cities

Fellow Cities

13

European Countries

| Lighthouse Cities

® Turku, Finland

® Dijon, France

Thig project has received funding from the Ewropean Union’s Horizon 2020 research and innovation programme under Grant Agreement n® 957751, The document
represents the view of the author only and is his/her sole ility: it cannot be i to reflect the views of the European Commissien and/or the European
Climate, Infrastructure and Environment Executive Agency (CINEA). The Eurepean Commission and the Agency do not accept responsibility for the use that may be made
of the information it contains

| Fellow Cities

@ Brussels, Belgium
® Zaragoza, Spain

® Botosani, Romania
® Ptolemaida, Greece
® Gabrovo, Bulgaria

® Severodonetsk, Ukraine

RESPONSE

Integrated Solutions for Positive Energy
and Resilient Cities
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Cyber Security Policies / Standards

data sharing in LHCs The shortlist of Related EU Cybersecurity-related
Multi-stakeholder cybersecuritv funded met hodolcgies,
cybersecurity ‘ best practises for projects and regulated policies and
management smart cities initiatives frameworks

Identity Management

—

-

)
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RESPONSE

Integrated Solutions for Positive Energy
and Resilient Cities

~

~/

Cyber Security Risk Management Policy

~
N

oy
fRESPDNSE Framework \ Strategic KH_E!iPlt'.'l‘\ISE Framework
objectives, Monitoring,
guiding auditing,
inci review and .
User access to Cybersecurity 2:3 zgles, updating Layer Risks and
applications awareness and v . Strategy e security
. ) . ) performance policy categorization
and information training policy - measures
/ indicators k
\_ , \ /‘

=

YV VY

Alignment with security policies, standards, plans and requirements of citizens and stakeholders.
Support of the mission of the RESPONSE project.

Strategic security and identity management plan unique to data sharing in smart cities

Strategies to implement a layered data protection framework.



A Fragment of Innovative Elements in LHC

IE Title ‘ Planned/ ‘ Level of Potential cyber

Implemented impact security

threats

4.1 City Information Platform-enabled Innovations

411 Control command connections and security layer (GeneSys) ks city she ode oo
4.1.2  Shared data-lake ok city D e
4.1.3  PEB Multi-Energy Dashboard ok PEB ke
4.1.4 Automatic online energy and climate indicators computation ks city ks
4,1.5 Energy-Climate Dashboard ks city ks
4.1.6 Smart City Knowledge Graph Al b city b
4.1.7 Air quality journey planner (app) for cyclists and pedestrians b city ks
4.1.8 District heating, cooling and flexibility control situational ks PED, ke
awareness and anomaly detection city
4.1.9  Automated driving and Vehicle-to-vehicle communication of = %k PED oke ohe ols ode ole
robot cars via 5G
4.1.10 5G Smart City Lighting Poles ok PED oke ofs ofs ole
4.2 e-Mobility Grid Integration and City Planning
4.2.1  Smart charging ke PED oke ofe ofe ofe ol
4.2.2 Smartcharging infrastructure deployment planning tool ks city
4,2.3 3D visualization of enhanced decision-making ks city
4.2.4  Fast V2G Charging Station afa PED D e, e ol o
4.2.5  Light Electric Vehicle Charging Hub ke PED oks ok afe ofs oo
4.2.6  EV Sharing Scheme ok PED D b e b



Automated Driving and Vehicle-to-Venhicle _o%’;_
Communication of Robot Cars via 5G RESPONSE

Integrated Solutions for Positive Energy
and Resilient Cities

* VTT's robot cars, demonstrate the benefits of
a low-latency 5G network in Turku's PED area.

* Optimise energy use in electric vehicles by
managing automation sensors based on
redundant data from other sources, potentially
extending their range in city areas.

* The vehicles act as data hubs, collecting and
streaming information over the 5G network for
route planning and Smart City Knowledge
Graph interactions.

+ Sensors include LIiDAR, cameras, radars, and
5G communication units, with potential
additions for air-quality and noise monitoring.

VTT’s electric robot car elLvira to be used in the project




Automated Driving and Vehicle-to-Venhicle Q%Q

Communication of Robot Cars via5G  RESPONSE

Integrated Solutions for Positive Energy
and Resilient Cities

Rkt TURKU AMK
i P i nn

Potential cyber threats:

+ Data Interception

» Unauthorized Access to Vehicle Systems

» Denial of Service (DoS)

* Sensor Spoofing

* Vulnerabilities in Smart City Knowledge Graph
» Privacy Concerns

VTT’s electric robot car elLvira to be used in the project




Typical Smart City Charging Infrastructure
and Cyber Attack Vectors

YY_ v

Database and monitoring
Decision support

Advanced building automation and control
3 % A
T 1

Actuators T Sensors ! I

Switches Temperature : 1
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Smart City Charging Infrastructure Security
Issues

Charging attack surfaces:
* EV-to-EVSE - charging fraud via vehicle impersonation.

« Grid to EV - attacks against charging networks could disrupt the ability to charge electric vehicles at
scale.

» Grid to Fleet — charging stations attacking multiple vehicles.

Potential security issues in smart . e —
Charglng : ENetwork operators i i
«  MITM attacks h (((é))) o
Database and monitoring | i :
¢ DOS Advanced buE\)Ied\CrEO;uIS(:JrEZIOign andcontrol M\ el WU /i W M : :
« Denial-of-charge |
» Malware (mostly used to penetrate a ] i -
charging station network, targeting one v mpereire i i
OEM) girgiem |1 o e
etc 1 ! . : Infect other charging
» Attack on two-way power flow . ! i - | e
. . . . // \ : : ’ : Cr?a‘faeref\jgna lement
Potential security issues in fast chargers | oo If : Lsmen
« False Data Injection Attack (FDIA) = | g 1 B
RN ENN EYRPY \. L
. MITM LI e
- DoS

= = = = Cyber attack vector

« Malware injections via EVs



Key Points on Cybersecurity Vulnerabilities in
Electric Vehicle Charging Stations

Electric vehicle (EV) charging stations face a growing
threat landscape, with cybersecurity vulnerabilities

osing risks to user data and system integrity.
PR ’ o G
Vulnerabilities could allow hackers to access vehicle j S S T opentoR 20 :

) H . . : en - pen. d en. i o
data or consumers’ credit card information. | e —

DER communication

L DR/DER automated process ‘
t t t t t t

Some chargers allowed hackers to stop or start
charging at will, impacting frustrated drivers and posing |
potential risks to electricity networks. s --[C“'""*’L’f‘"éﬁ‘:é‘i_.'*.'»‘é,’.‘éf"s“’m ] e OSCPd

-OCPP.... OCPP --OCPP-

The cumulative impact of hackers affecting thousands

or millions of chargers simultaneously could destablllze Lesr
entire electricity networks.

EV charging EV charging EV charging
A top recommendation is for consumers not to connect station station =
their home chargers to the internet to prevent oo e e
olce olcp oicp

eMIP

vulnerabilities. o emip
. e . . E-mobility service providers

Safeguards against vulnerabilities must primarily come Charge point information

from manufacturers.

a Authorizing charging sessions
Tariffs, Reservation, Roaming
Handling registrations, Smart charging

Regulation is suggested as a means to drive the

industry to improve baseline security standards. G RCE 0 BT IR B (@GS R

_ _ _ vehicle charging infrastructure
Emerging EV charging technologies, such as

inductive charging and battery swapping, may offer
superior cyber protection compared to traditional
conductive charging methods.
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